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Abstract

Machine learning is currently being widely employed to create malware
detection systems (MDS). These systems can detect and categorize various
types of cybercrime, including DoS and DdoS attacks. These attacks may
involve multiple unique IP addresses and machines, and can be facilitated by
malware. DoS and DDoS attack scans are carried out on a daily basis, and
non-profit multinational companies, regardless of size, can fall victim to them.
Such attacks can cause a significant slowdown or even bring down the online
services, email, websites, and other digital operations of these companies.
Cybersecurity operations may sometimes be disrupted by DoS and DDoS
attacks, which can allow criminal activities such as data theft and network
infiltration to take place, resulting in the loss of valuable company data. Our
DoS and DDoS dataset for the malware detection system employs a single
methodology, which involves the use of Python code. This paper will focus on
assessing the accuracy of the DoS and DDoS dataset within the malware
detection system.

Keywords: Dataset; Dos & Ddos; Machine Learning; Malware; Malware
Detection System.
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1. Introduction

Nowadays, Cyber-attacks are everywhere. Many of the attacks are based
on their own goals or any malicious entities who wanted to aim to disrupt
the system of the service of the specific company. There are many types of
attacks when some of the attacker's identity remains hidden by using
legitimate third-party components. The attacker of DoS and DDoS can set
the victim's IP address as their desired target IP address and transfer it into
packets to reflector servers. There are many cyber-attacks such as Dos and
DDoS attacks that are usually found by humanly instructed systems that
consist of different devices with internet access. The existence of bots
can perform many types of attacks such as DoS and DDoS when a computer
is infected by malware with specific software (Idika, 2007) DoS & DDoS
attack will easily affect the client side of the system.

Machine learning is used to detect the DoS and DDoS. Machine learning can
classify classes within a defined data set. Classification is to classify into two
classes which is benign and malware. Malware can be referred to by many
names. B. Malicious Software or Malicious Code. Malware affects the world
as we know it. In 1988, an increase in incidents in cybersecurity systems
indicated that malware was prevalent. Research on knowledge of malware
functionality indicates that malware detection is an area of great interest. It
should be studied not only for the community, but also for the general public
(Eduardo, 2022). A malware developer researcher realized
the implementation of a malware detector. This report aims to investigate
and discover the accuracy of DoS and DDoS techniques for malware
detection systems.

2.0 Literature Review

2.1 DDoS Detection using Machine Learning Techniques

In this article, Eduardo Alexandre Romao Coelho describes network-based
services that improve business flexibility and scalability. This article made a
distinction between DoS and DDoS attacks. This article discusses various
types of DoS attacks, including their ease of detection, attack speed, traffic
volume, execution type, and source tracking. Additionally, DDoS attacks are
examined, focusing on UDP floods, ICMP floods, SYN floods, HTTP floods,
and Smurf attacks. The methodology in this article looks for the most
accurate attack detection method with a low false positive rate and a high
directed positive rate by using 4 classifiers which is decision trees, Naive
Bayes, random forests, and MLPs (neural networks) work (Eduardo, 2022).
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Figure 1: The proposed method to be implemented (Eduardo, 2022)

For the calculation to the access of the model’s performance, the alculation

is defined as:
1. Accuracy - the proportion of data instances classified correctly by a model
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2. Precision — The percentage of correctly classified attacks divided by the
total predicted attacks.
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3. Recall — The proportion of correctly classified attacks in relation to the
total number
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Various sizes of tensile and test samples were investigated, showing no
significant effect in this case. Eduardo concludes that this can be attributed
to a carefully selected set of features and well-tuned models (Eduardo,
2022).

2.2 Malware Detection Using Honeypot and Machine Learning

This article explores the growing number of malwares. In this article,
Muhamad Malik Matin proposed an architecture for malware detection using
honeypots, which are vulnerable systems to networks. (Muhamad, 2020) The
motive of honeypots is to adapt the technique of an attacker's tools or
methods. This article uses both decision algorithms and support vector
machines (SVMs). The proposed architecture is designed to detect
vulnerability based on its behavior, and the system can be trained
(Muhamad, 2020)

The proposed architectural design includes network devices, routers,
honeypots, data analytics, and the actual system. All network access traffic
is directed into the network, and routers are also responsible for connecting
external networks to the intranet and forwarding packets to honeypots.
Finally, honeypots can capture and store traffic packets from the internal
network. Collected packages are used to generate analysis proposals
(Muhamad, 2020).

Figure 2: Proposed architecture (Muhamad, 2020)
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Figure 3: Distribution of malicious and benign samples dataset (Muhamad,
2020)

A percentage split test is used in this method. It is to divide the data into two
parts, namely test data and training data, so that all data will be validated

overall (Muhamad, 2020)
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Figure 4: Distributed of dataset for testing data and training data
(Muhamad, 2020)

This article employs four parameters for evaluation: True Positive Rate (TPR),
False Positive Rate (FPR), Precision, Recall, and Accuracy:
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Finally, this malware detection architecture based on honeypots and machine
learning has been presented. The classification in this study uses the Support
Vector Machine (SVM) and Decision Tree algorithms, yielding high accuracy
and efficiency. The Validation test is determined by ten experiments.
Supervised machine learning with labelled data was used in this study. In the
following stage, the proposed design (Muhamad, 2020).

2.3 DDoS Attack Detection using Machine Learning Techniques in Cloud
Computing Environments

Marwane Zekri, Said El Kafhali, Noureddine Aboutabit, and Youssef
Saadi contributed to this article. They wanted to create a DDoS detection
system that could mitigate the DDoS threat using the C.4.5 algorithm (Zekri,
2017). The algorithm creates a decision tree that performs automatic, efficient
signature identification for DDoS flooding assaults when paired with
signature detection approaches. (Zekri, 2017). Other machine learning
methods will be contrasted using the outcome. (Zekri, 2017).
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Figure 5: Preprocessing Engine captures packets in a specific format by
removing redundant information (Zekri, 2017)
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According to the diagram, the most important engine, the preprocessing
engine, captures packets in a specific format by removing redundant
information that has little relevance for detection. For example, signature-
based detection efficiently detects known attacks by matching specific
network events to rules stored in a knowledge base. This technique collects
data related to legitimate users over a period of time and applies machine
learning to that data. To allow us to determine whether a particular user is
legitimate.

To overcome the overfitting problem, we use the C4.5 algorithms to build
decision trees that select attributes as splitting criteria based on entropy-
based boosting ratios. In the decision tree, the attribute with the highest
winning probability is chosen as the splitting criterion. Then it is split into
several subsets and the splitting procedure is repeated until all the data in
the subsets are in the same class or all gain ratios are equal (Zekri, 2017).
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3. Methodology

3.1 Jupyter Notebook

The methodology involves using Jupyter Notebook to develop a system for
calculating the accuracy of the dataset. Jupyter Notebook permits users to
compile all aspects of an information project in one place creating it easier to
indicate the whole method of a project to meant audience. Through the web-
based application, wusers will produce information visualizations and
alternative parts of a project to share with others vis the platform.

However, for the sample dataset, we tend to use Kaggle website, to urge the
small print of the dataset. Kaggle is an internet community platform for
knowledge scientists and machine learning enthusiasts. Kaggle permits users
to collaborate with alternative users. realize and publish dataset use GPU
integrated notebooks, and vie with alternative knowledge scientists to resolve
knowledge science challenges.

For this assignment, we tend to use dataset from
(URL:https:/ /www.kaggle.com /code/hamzasamiullah /ml-analysis-
application-layer-dosattack-dataset/data). This dataset 1is concerning
Machine Learning analysis: Application Layer DDoS & DoS attack. Figure 9
shows that the sample dataset that we tend to gain from the Kaggle.
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Figure 9: Sample dataset

It has seventy-eight columns in total during this dataset, however solely ten
columns square measure employed in this assignment. This internet sites give
varies kinds of datasets, and its free resources for others.
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Figure 10: The Method Model on However the Dataset Are Acknowledge

Testing Data

Figure 10 shows the method model on however the dataset are acknowledge
and also the flow on input is method via stages till seem the result. To
implement this algorithmic rule, we tend to use python language in Jupyter
Notebook to search out the accuracy of the chosen dataset.

For the python code, figure below will be displayed:

In [1]: import pandas as pd
from sklearn.tree import DeclsionTreeClassifier
from sklearn,model selectlon import traln_test_split
from sklearn.metrics import accuracy score
from sklearn.svm import 5SVC
from sklearn import tree

Figure 11: Python Code

At first, we have to import all the necessary library for this assignment, as
shown within the higher than figure, we tend to import pandas as pd as a
short form for us if every time we want to use pandas, we tend to simply get
to write pd. Next, we decide on the import call tree classifier for the model.
After that, we tend to import train test split library to urge the prediction worth
for the accuracy. Then, we tend to import accuracy scores, to calculate the
accuracy of our dataset.
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Figure 12: Dataset

After imported all the required library, we need to import the {data|the
info | the information} set within the Jupyter Notebook as for it to browse the
data for subsequently code. Figure 12 shown the dataset once we import it in
the Jupyter Notebook.

In [2]: X = ddos_data.drop(columns=["Label"])
y = ddos_data['Label']
X _train, X_test, y_train, y_ test = train_test_split(X, y, test_size=-0.8)

Figure 13: Information 1

As for the part, we'd like to separate the info into 2 so the machine is ready to
seek out the prediction of the result thus get the accuracy, so we tend to
produce a brand-new information without the output for the machine to
predict the end result. Then we name it as X’ for the new dataset. Then, we'd
like to feature another line where to call the output, so we need to use Yy’ as
the variable that may contain the worth of the output that is in this case, we
use ‘Label’ as the outcome of this dataset.

model = DecisionTreeClassifier()
model. fit(X train, y_train)
predictions = model.predict(X test)

score = accuracy_score(y test, predictions)
score

Figure 14: Information 2

At first, ought to produce a replacement model to urge the category of the
information. Then, we need to create model work with the input set and the
output set which is X’ and ¢%’. Next, we need to raise the model to do the
prediction thus the prediction model be created. Finally, accuracy score is
referred to as with the given arguments.
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Figure 15: The visualization of all the attributes.
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Figure 16: The class distributions of the dataset.

Figure 16 shows the class distributions of the dataset using the weka to

analyze the data.
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4. Results and Discussion
Figure 17 is the result that we would get after we run the previous code, as
for test size = 0.8, we get the accuracy as 0.9998198192225906.

©.9998198172225006

Figure 17: Result

Test Size Accuracy

0.2 0.99995675613334217

0.4 0.999884683022458

0.6 0.9998030001633658

Table 1: The accuracy varies with the size of the test

The table above shows that the accuracy varies with the size of the test, with
all four sizes providing very good accuracy (above 90%). As a result, we can
conclude that this dataset is successful. It means that if the model predicts a
positive value, what are the chances that the model is correct.

Figure 18: DDoS-recommender.dot

As for this, we write a code to get file name ‘ddos-recommender.dot’ to get the
prediction in graphical shape to get the exact view how can the machine get
the predictions.

5. Conclusion

A DDoS & DoS attack is venturesome to network security. it's a threat to the
business moreover as applications which will solely grow within the future.
As a result, it's up to all or any these corporations and platforms to make sure
their safety and to continue trying to stop and detecting these varieties of
attacks. Machine Learning was utilized in this project to develop a DDoS &
DoS detection system. This goal may be to own been accomplished with
success. The dataset used was massive, with seventy-eight options, despite
the very fact that solely ten were chosen. decision Trees were used as
classifiers. The investigation solely with numerous sizes for check and train
samples discovered that it had no vital impact during this case. this might be
attributed to a felicitous set of attributes and therefore the top quality of the
mark model.

As for the longer-term work, the model must be compelled to be tested in an
exceedingly real-world situation with live network traffic capture - differing
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types of DDoS & DoS - and can be improved additional. Following these
milestones, Associate in Nursing IDS supported the particular project may be
created.
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